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Introduction - MP for SCOM 10

Microsoft System Center Operations Manager 2007 provides a way for you to monitor important applications and to be notified when there are issues with those applications that could result in degraded performance or complete loss of functionality. A Management Pack, primarily consisting of rules for alerts based on events and performance counters generated by applications, works within the Operations Manager 2007 framework.

The Microsoft Forefront™ Server Security Management Pack (FFSMP) is a collection of rules, tasks, and scripts that work within Operations Manager 2007. These rules, tasks, and scripts assist in the centralized management of systems that have Microsoft Forefront Security for Exchange Server installed. Remote servers are managed by means of Operations Manager 2007 "agents". Systems that have had agents installed are referred to as "agent-managed systems".

This document is a guide to the essential components, configuration, and usage of the Microsoft Forefront Server Security Management Pack for Microsoft System Center Operations Manager 2007. Additional information about Operations Manager 2007 is available at the Microsoft System Center Operations Manager TechCenter.

Key features

The Microsoft Forefront Server Security Management Pack for Operations Manager 2007


Provides: 


Support for Operations Manager 2007 agent-managed systems running Forefront Security for Exchange Server.


Monitoring of the “health” of your agent-managed systems, informing you when they are running smoothly and when there are problems, both actual and potential. For example, you are notified if over half of your scan engines have failed to update or if it is determined that Forefront Security for Exchange Server is not hooked into the Exchange interfaces (that is, messages are not being scanned).


Contains rules for: 


Monitoring the state of Forefront Security and its key components, by deriving data from the Application Event Log, the System Event Log, and the Forefront Security ProgramLog.txt log file.


Collecting statistical data on scanning, detection, and removal of message attachments.


Contains tasks for:


Immediately launching manual scan jobs.


Immediately launching a background scan job.


Controlling Forefront Security services and related services with dependencies.


Setting the Statistic Threshold Percentage to warn of virus outbreaks.


Triggering scan engine updates. 


Retrieving scan engine update versions.


Launching the Administrator Console (FSSA) and the Management Console (FSSMC)

Installation and configuration - MP for SCOM10

There are several steps involved in the installation and configuration process:


Ensure that the requirements are met


Install the product


Deploy agents

Configure notification groups

Modify 

Requirements

These are the requirements for installing the Microsoft Forefront Server Security Management Pack for Operations Manager 2007.

Operations Manager 2007 server requirements

You must have an operational server running Microsoft System Center Operations Manager 2007. Download the Microsoft Forefront Server Security Management Pack for Operations Manager 2007 file (see Installing the Management Pack)to this server.

Installing the management pack

The Microsoft Forefront Server Security Management Pack for Operations Manager 2007 for Forefront Security for Exchange Server is a file called FSMPack2007_FSE.mp. This is a "sealed" file (a binary) that cannot be edited (although many parameters can be overridden).
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To install (import) the management pack

	1.
Select and download the software from the Microsoft Management Pack Catalog to the desktop on the Operations Manager 2007 server. To manage Microsoft Forefront Security for Exchange Server systems, download the Forefront Server Security for Exchange, with SP1 Management Pack.

2.
Log on with an account that is a member of the Operations Manager Administrator role.

3.
In the Operations Manager 2007 Console, open the Administration space. Make sure that the Administration folder is selected.

4.
Right-click the Management Packs node and select Import Management Packs. The Select Management Packs to import dialog box appears.

5.
Navigate to the location of the file you downloaded.

6.
Select the .mp file, and then click Open.

7.
The Import Management Packs dialog box appears.

8.
Click Import to import the management pack.

9.
After the management pack has been imported, you should see the message "All Management Packs successfully imported." Click Close to continue.

10.
The management pack now displays in the Management Packs list.


For more information about importing Management Packs, refer to the product help and documentation at the Microsoft System Center Operations Manager TechCenter.

Deploying agents

To administer remote computers with Microsoft Forefront Security for Exchange Server installed, you must deploy Operations Manager 2007 agents to them. These agents communicate between the managed servers and Operations Manager 2007. 

An agent is a System Center Operations Manager service that runs on each computer that you want to monitor. An agent captures information from the computer on which it is running, applies predefined rules to the captured data, and performs actions as defined by the rules.

Systems that have had the agents installed are referred to as agent-managed systems.

Agents are deployed using the Discovery Wizard, which is used to discover all the computers that can be managed. You deploy the agents from within the Discovery Wizard, after the computers are discovered.

For more information about deploying Operations Manager 2007 agents, refer to the product help and documentation at the Microsoft System Center Operations Manager TechCenter.

Notifications

E-mail and paging notifications can be sent when alerts occur. For more information about configuring notifications within Operations Manager 2007, refer to the product help and documentation at the Microsoft System Center Operations Manager TechCenter.

Computer Attributes - MP for SCOM 10

There are several custom computer attributes within Operations Manager 2007. The computer attributesfor Forefront Security for Exchange Server systems are:


Forefront for Exchange Registry Key


Forefront for Exchange 32bit Registry Key


Exchange Hub Transport Registry Key


Exchange Edge Transport Registry Key


Exchange Mailbox Registry Key

The following list shows the specifics of each of the Forefront Security for Exchange Server computer attributes.

Forefront For Exchange Registry Key
	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Forefront Server Security\Exchange Server\DatabasePath

	Function
	Detects 32-bit agent-managed systems running Forefront Security for Exchange Server


Forefront For Exchange 32bit Registry Key
	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Wow6432Node\Microsoft\Forefront Server Security\ Exchange Server\DatabasePath

	Function
	Detects 64-bit agent-managed systems running 32-bit Forefront Security for Exchange Server


Exchange Hub Transport Registry Key
	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\HubTransportRole

	Function
	Detects 64-bit agent-managed systems with an Exchange hub transport server role


Exchange Edge Transport Registry Key
	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\EdgeTransportRole

	Function
	Detects 64-bit agent-managed systems with an Exchange edge transport server role


Exchange Mailbox Registry Key
	Attribute Type
	Registry Key

	Registry Path
	HKLM\Software\Microsoft\Exchange\v8.0\MailboxRole

	Function
	Detects 64-bit agent-managed systems with an Exchange mailbox server role


Rules - MP for SCOM 10

Rules monitor the Forefront Security products, engine updating, scan jobs, and Forefront Security services. They examine events generated by those processes to determine if alerts should be generated. Rules also retrieve statistics for scan jobs. There are several different kinds of rules included with FFSMP.

Rules for Forefront Security for Exchange Server

All rules are stored in the Management Packs Objects node in the Authoring space of the Administrator Console. They monitor events specific to the particular type of server. There are several categories of rules for Forefront Security for Exchange Server. Rules can be viewed in the Operator Console and modified in the Authoring space.

Note that rules ending in "W" are for warnings; those ending in "E" are for errors.


Forefront Security for Exchange Server – All Servers Installation. Rules that monitor clusters, engines, licenses, rollbacks, state and updates.


Forefront Security for Exchange Server – Edge Transport Installation. Rules for scan jobs and performance counter events that collect data about scan rates, detection statistics, and services for agent-managed systems that are Edge Transport servers.


Forefront Security for Exchange Server – Hub Transport: Mailbox and Public Folder Installation. Rules for scan jobs and performance counter events that collect data about scan rates and detection statistics for agent-managed systems that are mailbox servers and public folder servers. It also contains additional rules for monitoring services and Transport, Realtime, and Manual scan jobs on hub transport/mailbox servers.


Forefront Security for Exchange Server – Hub Transport Installation. Rules that collect statistics on agent-managed Hub Transport servers. They also monitor scanning activities and services.

Forefront Security for Exchange Server – Mailbox and Public Folder Installation. Rules that collect statistics on agent-managed servers that have a Mailbox or Public Folder role. They also monitor Realtime and Manual scanning activities and services.
Rule types

These are the types of rules.

Collection Event Rules. Examine events that occur on agent-managed systems and determine if an alert should be prepared. These can be events written to Windows event logs by the Windows components being monitored or they can be events that are generated by Operations Manager 2007 itself. The events and any alerts generated from them are stored in the Operations Manager 2007 database. For more information see Event Rules. 

Alert Generating Rules. Examine generated alerts and determine if a notification should be prepared. For more information, see Alert Rules.

Collection Performance-Based Rules. Retrieve performance data from agent-managed systems. Operations Manager 2007 stores performance data in the Operations Manager 2007 database. For more information see Performance Rules.

Event rules

Event rules examine events that have occurred on managed servers. The agents retrieve the events and store them in the  database. The event rules then examine them and display logged information about errors and significant events from the agent systems.

Event rules can be classified by data source: Provider-based event rules, Collection event rules, and Alert event rules.

Provider-based event rules

Provider-based event rules use four provider types as data sources:


The Windows Event Log


The Windows System Event Log


The Forefront Security ProgramLog.txt file


Timed Event 

With the exception of the Timed Event provider, the event rules are configured based on certain criteria, including Event Source, Event ID Number, and Description Text.

Collection event rules

Collection event rules are typically used for non-critical informational events that may be of interest to operators, such as services starting and stopping, scan tasks being enabled and disabled, and engine update events. They only generate event entries in the Event Views of the Operations Manager 2007 Operator Console and store the event parameters in the Operations Manager 2007 database.

Alert event rules

The creation of an alert record (see Alert Rules) itself causes the generation of an event entry in the Event Views of the Operations Manager 2007 Operator Console.

Alert rules

Alert rules examine the alerts generated by alert event rules to determine if a notification needs to be prepared. They are configured to trigger a notification when an alert with a severity level of “Critical Error” is generated.

When an alert event rule generates an alert, it passes certain properties to it:


Alert Severity. Possible values include “Critical Error”, “Error”, “Warning”, or “Information”. The value depends upon the perceived severity of the event that caused the alert to be generated. A “Critical Error” indicates a potentially dangerous loss of service.


CustomField1. All event rules that generate an alert insert Microsoft Forefront Security Server in this field.


CustomField2. Event rules in the Forefront Security for Exchange Server rule group insert a value of Microsoft Forefront Security for Exchange Server in this field. Event rules in the Engine Update Monitoring “common” rule group leave this field blank.


CustomField3.Specifies the rule group origin of the Event Rule that created the alert record. For example, an event rule that generates an alert from the Engine Update Monitoring rule group inserts a value of "EngineUpdateFailure" in this field.

These custom field values are used as criteria when building alert views in the Operations Manager 2007 Operator Console. This is explained in more detail in Views - MP for SCOM 10. 

Notification methods and notification group membership need to be configured and implemented by the managers of the Operations Manager 2007 environment.

Performance rules

Performance rules retrieve statistics for all scan jobs, in the following categories:


Total number of attachments scanned


Total number of attachments cleaned


Total number of attachments removed


Total number of attachments detected


Total number of messages detected


Total number of messages purged


Total number of messages scanned


Total number of messages tagged in the Subject line


Rate of scanning (number of attachments scanned per second)

These performance rules are located in Hub Transport Installation (Transport statistics), Edge Transport Installation (Transport statistics), Hub Transport: Mailbox/Public Folders (Transport, Realtime, and Manual statistics), and Mailbox/Public Folder Installation (Realtime and Manual statistics). 

Performance counter providers

Performance rules in Operations Manager 2007 require Windows Performance Counter providers to supply the sampled data. The providers included with the Microsoft Forefront Server Security Management Pack for Operations Manager 2007 are configured to a sample rate of 1800 seconds (30 minutes), with the exception of the providers used to determine scanning rates and processor times for the scan jobs, which are configured to a sample rate of 300 seconds (5 minutes).

Rules Knowledge Base

All rules contained in the Microsoft Forefront Server Security Management Pack for Operations Manager 2007 have a Knowledge Base entry containing a summary or description of the event. This entry explains the event’s significance, possible causes, and possible resolutions.

Knowledge Base entries can be viewed through Operations Manager 2007 Operator Console.
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To view a Knowledge Base entry

	1.
Select a rule in the Rules section of the Authoring space.

2.
Right-click the rule. A shortcut menu appears.

3.
Choose Properties from the shortcut menu.

4.
Click the Product Knowledge tab.


Tasks - MP for SCOM 10

Tasks provide centralized control over some basic administrative processes that may be required to troubleshoot or correct problems identified through the Operations Manager 2007 Console. The included tasks are all optional. You can run them manually for selected agent-managed systems. These tasks are not triggered automatically by Operations Manager 2007.

These are the key functions that can be controlled by the tasks on agent-managed systems:


Display the Forefront Server Security Administrator or the Forefront Server Security Management Console. See Client console tasks.


Set the statistic threshold percentage.


Trigger an immediate manual scan job.


Trigger an immediate background scan.


Control services centrally: stop, start, and restart them.


Run scan engine updates.


Retrieve scan engine update versions.

Scripts

All tasks execute scripts remotely on the selected agent-managed systems. When you trigger a script-based task from the Operations Manager 2007 Operator Console, it is scheduled to run on the agent-managed systems.

All scripts are written in VBScript and are imported into Operations Manager 2007 as part of the FFSMP installation. These scripts are called by tasks and rules.
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Important: 

You should neither modify these scripts nor run them directly.

To successfully execute VBScript code, agent-managed systems must support the Windows Scripting Host and Windows Management Instrumentation. These requirements are met by default on Microsoft Windows 2000 and Microsoft Windows Server 2003 operating system environments.

Script parameters

Script parameters are variable values that control script functionality. Script parameters are passed to the script by the controlling task when it is initialized from the Operations Manager 2007 Operator Console. All included scripts have at least one script parameter. 

Most of the script parameters used in the tasks have been preset with the appropriate value. There are, however, some tasks for which you may need to set or modify a script parameter when the task is executed. Specific parameters are discussed further in these sections: Client console tasks, Set statistic threshold percentage, Immediate manual scan task, Immediate background scan task, Services control tasks, Engine update tasks, Retrieve update version tasks.

Controlling script logging

When scripts are executed, they make entries in a log on the remote agent-managed systems. These entries are simple text records describing each task that was executed and its result. The log file (Tasks.log) is automatically created in the Operations Manager 2007 Logs subfolder under the Microsoft Forefront Security product installation folder. If the file already exists, new entries are appended to it. 

This is the path for the Tasks.log file:

     <Forefront Product Install Path>\MOMLogs\

For example, the default path is:

     C:\Program Files(x86)\Microsoft Forefront Security\Exchange Server\MOMLogs\
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Note: 

If the subfolder or the log file is deleted, it will be recreated automatically on the next log file WRITE action generated by a script.

TextLog parameter

Each scripting task has a parameter called TextLog that controls logging for that task. The default value for the TextLog parameter is True (that is, data should be logged). To disable logging of a particular task, set its TextLog parameter to False when you execute the task. However, since logging is non-verbose and can be very useful, we recommend that it remain enabled.

Running a task

This is the procedure for running a task.
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To run a task

	1.
Select the Monitoring space on the Operations Manager 2007 Operator Console.

2.
Select the Computers node.

3.
Select one or more computers in the Computers pane. You can use the CTRL and SHIFT keys to make multiple selections.

4.
Right-click and select Windows Computer Tasks. A menu with all available tasks appears; choose the task to be run. If the Actions pane is visible, all of the tasks appear in it; you can click a task to run it. For most tasks, the Run Task dialog box then opens. The Forefront Server Security Administrator and Forefront Server Security Management Console run with no modifiable parameters and therefore do not display the Run Task dialog box.

5.
You can clear any of the server check boxes shown in the Target section, so that the task does not run on those particular servers.

6.
The parameters for the task are shown in the Task Parameters section. You can change them by clicking Override, to display the Override Task Parameters dialog box. Enter the modified value in the New Value field, and then click Override.
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Note: 

Most values should not be changed (see the individual tasks to learn more about specific parameters).

7.
You can either use the predefined Run As account or select Other and enter a User Name, Password, and Domain.

8.
If selected, the Task Confirmation indicates that, when this task runs again, the information specified in this dialog box is reused and that the dialog box will not normally be displayed again. If you want to change the parameters at a later time, you can force the Run Task dialog box to appear by  right-clicking the task name in the Actions pane and selecting Run Task. This displays Run Task and clears the Task Confirmation.

9.
Click Run to submit the configured task.


Client console tasks

There are two Client Console tasks that can be launched from the Operations Manager 2007 Console. One opens the Forefront Server Security AdministratorConsole and the other opens the Forefront Server Security Management Console (FSSMC). As there are no configurable parameters for these tasks, neither displays the Run Task dialog box.


The Forefront Server Security Administratortask opens the local Forefront Server Security Administrator client by launching FSSAClient.exe from a command line on a pre-configured path.
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Note: 

This requires the Forefront Server Security Administrator to be installed on the system where the Operations Manager 2007 Operator Console is running.


The Forefront Server Security Management Console task launches a local web browser and opens the Management Console by navigating to http://localhost/FFSMConsole.

Set statistic threshold percentage

Allows you to set the percentage of infected messages received within the last hour to designate a virus outbreak in your organization. The default is 50%. (That is, if more than 50% of the messages received in the last hour were infected, it is considered a virus outbreak and an error event is generated.) This task permits you to change the percentage.

The script for this task accepts two parameters:


Threshold. A number representing the percentage of infected messages received within the last hour to designate a virus outbreak. Possible values are 0 to 100; the default is 50.


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.

Immediate manual scan task

The Immediate manual scan task triggers an immediate manual scan job on the selected agent-managed systems.

The script for this task accepts two parameters:


ScanID. The value '3' identifies the job as a manual scan. Do not change this parameter.


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.

Immediate background scan task

The Immediate background scan task triggers an immediate background scan job on the selected agent-managed systems to scan mailboxes and public folders. The job starts in approximately one minute from the time the task is launched.

The script for this task accepts two parameters:


ScanID. The value '43' identifies the job as a background scan. Do not change this parameter.


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.

Services control tasks

The Services Control tasks control Forefront Security and related services on the selected agent-managed systems.

The tasks are:


Restart All. A combination of the Stop All and Start All Tasks.
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Note: 

On some environments, services might not restart with the "Restart All" command. This could happen if the task takes over five minutes to stop and restart all of the services. If this occurs, simply use the "Stop All" and "Start All" tasks instead of "Restart All".


Restart Essential. A combination of the Stop Essential and Start Essential Tasks.


Start All. Starts all Forefront- and Exchange-related services. This is the reverse of the Stop All task.


Start Essential. This will start only the required Forefront services. This is the reverse of the Stop Essential task.


Stop All. This task will properly stop all Forefront- and Exchange-related services, taking into account any service dependencies.


Stop Essential. This task will only stop those services required to stop Forefront. No Exchange services will be stopped.

The script for this task accepts three parameters:


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.


Mode. Has the value 1 (Essential) or 2 (All). Do not change this parameter.


Function. Has the value Start, Stop, or Restart. Do not change this parameter.

Engine update tasks

These tasks trigger scan engine updates on the selected agent-managed systems. There is a separate update task for each of the scan engines, plus one for the Worm List. 

The script for these tasks accepts three parameters:


UpdatePath. Sets the engine update source path. The UpdatePath parameter is initially set to the default Microsoft HTTP update path. If you are not using that path for engine updates you must modify this parameter to reflect the correct one. Enter any valid HTTP or UNC path to an engine update source.
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Note: 

If you change the path in the Run Task dialog box when you run an update task, it will temporarily override the default.


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.


Engine. Identifies the engine to be updated. Do not change this parameter.

Retrieve update version tasks

These tasks retrieve engine update versions for the scan engines on the selected agent-managed systems. Each task retrieves and displays a scan engine’s Update Version as an event entry in the Operations Manager 2007 Operator Console.

There is a separate task available for each of the scan engines, plus one for the Worm List. 
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Note: 

The Forefront Security Retrieve Update Number script is also automatically triggered as a response to the "UpdateSuccessful" Event Rule. Therefore, when a scan engine is successfully updated, the new Update Version for that engine is automatically retrieved and written as an event to the Operations Manager 2007 Operator console.

The script for these tasks accepts two parameters:


TextLog. Sets text file logging. To turn off text file logging, see Controlling script logging.


Engine. Identifies the engine to be updated. Do not change this parameter.

Views - MP for SCOM 10

The Microsoft Forefront Server Security Management Pack for Operations Manager 2007 provides a set of views that are accessible through the Monitoring space of the Operations Manager 2007 Operator Console. These views separate and filter the alert, state, event, and performance data received from Operations Manager 2007 agents into a relational hierarchy.

This is the Views hierarchy:

Microsoft Forefront Server Security. Views of data for all Forefront Server Security products.


Alerts – Microsoft Forefront. All alerts for monitored Forefront Server Security systems. These are the alerts generated by Alert Rules. While the event views show you the success or failure of, for example, engine updates, alert rules would normally only show you failures (since you would not choose to be alerted to the success of an update process). If an alert can apply to any Microsoft Forefront product, it will only appear in this section. If an alert applies to a specific Forefront product (for example, Microsoft Forefront Security for Exchange Server), it will appear both here and in the specific section (for example, Alerts – Forefront For Exchange).


Events – Microsoft Forefront. All events for monitored Forefront Server Security systems.


State View. The state of all monitored Forefront Server Security systems. State View displays a "summarized state" of your systems that matches a set of specified criteria. By observing the red, yellow, and green icons you can instantly determine if any of your servers are in less than "healthy" condition.


Task Status View. The status of all tasks run on monitored systems.


Engines

Engine Update Failure. Problems encountered when attempting to update engines, including warnings about engines being out of date. 


Engine Update Status. The status of the engines, showing successful engine updates.


Forefront For Exchange. Views of data for Forefront for Exchange Server systems.


Alerts – Forefront For Exchange. Shows all alerts for Forefront for Exchange Server systems.


Events – Forefront For Exchange. Shows all events for Forefront for Exchange Server systems.


Scan Jobs. Shows the performance data for Forefront for Exchange Server systems. Statistics are graphed for Realtime and Transport items that were scanned, detected, cleaned, removed, purged, and tagged. There is a job that shows the scan rate for the Realtime and Transport jobs. These are all presented as graphed output. Other jobs show Scan Job Failure and Scan Job Status.


Services. Shows Service Failure and Service Status for Forefront for Exchange Server systems. The Service Status view shows events that indicate the Stop and Start status of the services.

For more information about the criteria for these Views, see Views reference - Forefront Security for Exchange Server - MP for SCOM 10.

Health Monitoring - MP for SCOM 10

FSSMP proactively monitors the "health" of your Forefront agent-managed systems, by looking at events in the 7000-7999 range. Events are logged when transitions occur from one state to another. Health is indicated by a color code:


Green (success) – everything is functioning properly and performing well. Green events indicate success.
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Note: 

Green events do not trigger alerts.


Yellow (warning) – performance is poor or a problem is impairing non-critical functionality. Yellow events trigger warning alerts.


Red (error) – critical functionality has been lost and error alerts will be generated.

Problem types

These are the various types of problems that FSSMP keeps track of for you.

Engines

These are the monitored engine problems.

	Monitored Event
	Success (green)
	Warning (yellow)
	Error (red)

	Engine updates enabled
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Note: 

If engine updating is handled by FSSMC, health monitoring will not display an Error event in case of a problem.
	The engines selected in the client are those enabled for updates.
	The engines selected in the client are not those enabled in the updates.
	Not applicable.

	Engine updates successful
	All engines enabled for updates were successfully updated.
	At least 50% of the engines enabled for updates were successfully updated.
	Less than 50% of the engines enabled for updates were successfully updated.

	Last engine update
	All engines enabled for updates were successfully updated.
	At least 50% of the engines enabled for updates were successfully updated.
	Less than 50% of the engines enabled for updates were successfully updated.

	Last engine update
	All engines were updated in the last week.
	Some of the engines were not updated in the last week.
	No engines were updated in the last week.

	Engines selected for the Transport Scan Job have been initialized
	Not applicable.
	Not applicable.
	The selected scanning engines were not initialized when the Transport Scan Job was enabled.

	Engines selected for the Realtime Scan Job have been initialized
	Not applicable.
	Not applicable.
	The selected scanning engines were not initialized when the Realtime Scan Job was enabled.


Transport and Realtime Scan Jobs (separate events for each)

These are the monitored Transport and Realtime Scan Job problems.

	Monitored Event
	Success (green)
	Warning (yellow)
	Error (red)

	Scan job enabled
	The scan job was enabled from both Operate/Run Job and from General Options.
	The scan job was enabled in only one of the areas.
	The scan job was not enabled in either area.

	Scan process state
	The scanning processes are running.
	A scanning process timed out or had an exception and did not restart.
	No scanning processes restarted after a timeout or exception.

	Scanning statistics (Transport and Mailbox)

[image: image13.png]


Note: 

50% is the default value and can be modified with the Set Statistic Threshold Percentage task.
	Less than 50% of all messages received in the last hour were infected.
	Not applicable.
	At least 50% of all messages received in the last hour were infected. This is considered to be a virus outbreak.


Services

These are the monitored services problems.

	Monitored Event
	Success (green)
	Warning (yellow)
	Error (red)

	Transport connected
	The edge Transport service is running and the Forefront agent is registered with FSCController.
	Not applicable.
	The edge Transport service is running, but the Forefront agent is not registered with FSCController.

	Mailbox connected
	The Exchange Information Store is running and the Forefront VSAPI library is registered with FSSController.
	Not applicable.
	The Exchange Information Store is running, but the Forefront VSAPI library is not registered with FSSController

	FSC monitor
	FSC monitor is running.
	Not applicable.
	FSC monitor is not running.


License

These are the monitored license problems.

	Monitored Event
	Success (green)
	Warning (yellow)
	Error (red)

	License state
	Forefront license is enabled.
	Forefront license is in the evaluation, beta, or grace period.
	Forefront license has expired.


Views reference - Forefront Security for Exchange Server - MP for SCOM 10

The following tables provide a reference to each of the Forefront Security for Exchange views included in the Microsoft Forefront Server Security Management Pack for Operations Manager 2007. For more information about views, see Views - MP for SCOM 10.

Alert Views for Forefront Security - General

	Folder
	Microsoft Forefront Server Security

	View Name
	Alerts – Microsoft Forefront

	Criteria
	Resolution State != "Resolved" AND
CustomField1 = "Microsoft Forefront Server Security" AND
Computer Group = "All Computers in Management Pack"

	Alert
	Critical errors or warnings.

	Description
	Displays all alerts generated for agent-managed systems that are members of the "Microsoft Forefront Server Security" computer group.

	Resolution
	Investigate each alert.


	Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Failure

	Criteria
	Resolution State != "Resolved" AND
CustomField1 = "Microsoft Forefront Server Security" AND
CustomField3 = "EngineUpdateFailure" AND
Computer Group = "All Computers in Management Pack"

	Alert
	Yellow warning – engine update warnings.

Red error – critical engine update errors.

	Description
	Displays alerts about engine update failures.

	Resolution
	Investigate each alert.


Alert Views for Forefront for Exchange

	Folder
	Microsoft Forefront Server Security\Forefront for Exchange

	View Name
	Alerts – Forefront for Exchange

	Criteria
	Resolution State != "Resolved" AND
CustomField1 = "Microsoft Forefront Server Security" AND
Computer Group = "All Computers in Management Pack"

	Alert
	Critical errors or warnings

	Description
	Displays all alerts generated for agent-managed systems that are members of the "Forefront for Exchange" computer group.

	Resolution
	Investigate each alert.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Scan Job Failure

	Criteria
	Resolution State != "Resolved" AND
CustomField1 = "Microsoft Forefront Server Security" AND
CustomField2 = "Forefront Security for Exchange Server" AND
CustomField3 = "ScanJobFailure"

	Alert
	Critical errors or warnings concerning scan jobs

	Description
	Alerts that indicate scan job failures.

	Resolution
	Investigate each alert.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Services

	View Name
	Service Failure

	Criteria
	Resolution State != "Resolved" AND
CustomField1 = "Microsoft Forefront Server Security" AND
CustomField2 = "Forefront Security for Exchange Server" AND
CustomField3 = "ServicesFailure"

	Alert
	Critical errors or warnings concerning Forefront services or license state

	Description
	Alerts generated from events that indicate service failures.

	Resolution
	Investigate each alert.


State Views

	Folder
	Microsoft Forefront Server Security

	View Name
	State View

	Criteria
	State (if FSCController and FSCMonitor services are running, the state is green, otherwise the state is red)

	Alert
	See Health State Events

	Description
	Displays the health of all Forefront servers.

	Resolution
	See Health State Events


Event Views for Forefront Security - General

	Parent Folder
	Microsoft Forefront Server Security

	View Name
	Events – Microsoft Forefront

	Criteria
	Generated in the last 7 days AND

Computer Group = "All Computers in Management Pack"

	Description
	Displays all events generated by agent-managed systems that are members of the "Microsoft Forefront Server Security" computer group.


	Parent Folder
	Microsoft Forefront Server Security\Engines

	View Name
	Engine Update Status

	Criteria
	Event ID = (2014 or 2016 or 6012 or 6014 or 9525 or 9897 or 9898) AND

Generated in the last 7 days AND

Computer Group = "All Computers in Management Pack"

	Description
	Displays all events that indicate a successfully-completed scan engine update on "Microsoft Forefront Server Security" systems.

	Resolution
	None required.


Event Views for Forefront for Exchange

	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange

	View Name
	Events – Forefront for Exchange

	Criteria
	Generated in the last 7 days AND

Computer Group = "All Computers in Management Pack"

	Description
	Displays all events generated from agent-managed systems in the "Forefront for Exchange"" computer group.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Scan Job Status

	Criteria
	Event ID = (2000 or 2001 or 2002 or 2005 or 2007 or 2008) AND

Generated in the last 7 days AND

Computer Group = "All Computers in Management Pack"

	Description
	Displays all events that indicate Scan Jobs going into an enabled or disabled state on "Forefront for Exchange" systems.

	Resolution
	None required.


	Parent Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Services

	View Name
	Services Status

	Criteria
	Event ID = (332 or 333 or 1002 or 1003 or 1005 or 1006 or 1007 or 1008 or    7036) AND

Generated in the last 7 days AND

Computer Group = "All Computers in Management Pack"

	Description
	Displays events that indicate Forefront Security and related services started or stopped successfully on "Forefront for Exchange" systems.

	Resolution
	None required.


Performance Views for Forefront for Exchange

	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachment Scan Rate

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Attachments Scanned Rate"

	Description
	Attachment scan rate for the Realtime scanner.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Cleaned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Attachments Cleaned"

	Description
	Total number of attachments cleaned by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Detected

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Attachments Detected"

	Description
	Total number of attachments detected by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Removed

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Attachments Removed"

	Description
	Total number of attachments removed by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Attachments Scanned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Attachments Scanned"

	Description
	Total number of attachments scanned by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Messages Detected

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Messages Detected"

	Description
	Total number of messages detected by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Messages Purged

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Messages Purged"

	Description
	Total number of messages purged by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Messages Scanned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Messages Scanned"

	Description
	Total number of messages scanned by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Realtime Messages Tagged

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Realtime Scan Job"

Counter name = "Total Messages Tagged"

	Description
	Total number of messages tagged by the Realtime Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Attachment Scan Rate

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Attachments Scanned Rate"

	Description
	Attachment scan rate for the Transport scanner.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Attachments Cleaned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Attachments Cleaned"

	Description
	Total number of attachments cleaned by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Attachments Detected

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Attachments Detected"

	Description
	Total number of attachments detected by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Attachments Removed

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Attachments Removed"

	Description
	Total number of attachments removed by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Attachments Scanned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Attachments Scanned"

	Description
	Total number of attachments scanned by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Messages Detected

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Messages Detected"

	Description
	Total number of messages detected by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Messages Purged

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Messages Purged"

	Description
	Total number of messages purged by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Messages Scanned

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Messages Scanned"

	Description
	Total number of messages scanned by the Transport Scan.

	Resolution
	None required.


	Folder
	Microsoft Forefront Server Security\Forefront for Exchange\Scan Jobs

	View Name
	Transport Messages Tagged

	Criteria
	Computer Group = "All Computers in Management Pack"

Object name = "Microsoft Forefront Server Security Scan"

Instance = "Transport Scan Job"

Counter name = "Total Messages Tagged"

	Description
	Total number of messages tagged by the Transport Scan.

	Resolution
	None required.


Event ID codes - MP for SCOM 10

The following table contains all the Microsoft Forefront Server Security 2007 administrative events for Exchange, SharePoint, and instant messaging. Forefront Server Security generates system events, so that you can troubleshoot and verify the performance of components, features, and services. Event Viewer tracks error events, warning events, and informational events.

	Event ID 
	Category 
	Event type 
	Value or description 

	1000
	Service
	Information
	Forefront Server Security service is running.

	1001
	Service
	Information
	Forefront Server Security service has stopped.

	1002
	Service
	Information
	FSEIMC service started.

	1003
	Service
	Information
	FSEIMC service stopped.

	1004
	Service
	Information
	FSEIMC failed to start SMTP sink due to problem retrieving Pickup folder path.

	1005
	Service
	Information
	FSEStore service started.

	1006
	Service
	Information
	FSEStore service stopped.

	1007
	Service
	Information
	Forefront Server Security Monitor detected Information Store process started.

	1008
	Service
	Information
	Forefront Server Security Monitor detected Information Store shutdown.

	1009
	Service
	Information
	Forefront Server Security Monitor detected abnormal Information Store shutdown.

	1010
	Service
	Information
	Forefront Server Security Information Store scanning subsystem online. Ignore previous warning.

	1011
	Service
	Information
	Forefront Server Security waiting while Information Store service starts.

	1012
	Service
	Information
	Forefront Server Security Information Store scanning subsystem has been taken offline.

	1013
	Service
	Information
	Forefront Server Security Monitor is active.

	1014
	Service
	Information
	Forefront Server Security Monitor is inactive.

	1015
	Service
	Error
	Exceeded the maximum process events limit.

	1016
	Service
	Error
	Failed to register or enable the %1 Agent. This prevents the Microsoft Exchange Transport service from starting.

	1018
	Service
	Information
	FSSPController started.

	1019
	Service
	Information
	FSSPController stopped.

	1020
	Service
	Information
	Forefront Server Security service is starting.

	1021
	Service
	Information
	Forefront Server Security service is stopping.

	1022
	Service
	Information
	Forefront Server Security Version: %1 %2.

	1023
	Service
	Information
	Forefront Server Security Service Pack: Service Pack %1.

	1024
	Service
	Information
	Product ID: %1.

	1025
	Service
	Information
	Licensed Components:%nComponent  License Type    Expiration Date%n---------  --------------  ---------------%n%1

	1026
	Service
	Information
	Licensed Engines: %1.

	1028
	Service
	Information
	System Information:%n%1

	1029
	Service
	Information
	Forefront Server Security Mail Pickup service is running.

	1030
	Service
	Information
	Forefront Server Security Mail Pickup service has stopped.

	1031
	Service
	Information
	Forefront Server Security Mail Pickup service has paused.

	1032
	Service
	Information
	Forefront Server Security Mail Pickup service has resumed.

	1033
	Service
	Error
	FSCController service failed to start

	2000
	Scanning
	Information
	Realtime Scan Job enabled.

	2001
	Scanning
	Information
	Realtime Scan Job disabled.

	2002
	Scanning
	Information
	Manual Scan Job started.

	2003
	Scanning
	Information
	Manual Scan Job paused.

	2004
	Scanning
	Information
	Manual Scan Job resumed.

	2005
	Scanning
	Information
	Manual Scan Job stopped.

	2006
	Engines
	Warning
	CoInitialized failed. hr = %1.

	2007
	Scanning
	Information
	Internet Scan Job enabled.

	2008
	Scanning
	Information
	Internet Scan Job disabled.

	2009
	Scanning
	Information
	IM Scan Job enabled.

	2010
	Scanning
	Information
	IM Scan Job disabled.

	2011
	Engines
	Information
	Forefront Server Security did not detect any new scan engine updates.%n   Scan Engine: %1%n   Update Path: %2%n   %3

	2012
	Engines
	Information
	Forefront Server Security performed a successful scan engine update.%n   Scan Engine: %1%n   Update Path: %2%n   %3

	2013
	Engines
	Error
	Exception: %1.

	2014
	Engines
	Error
	Exception: %1.

	2015
	Engines
	Error
	Exception: %1.

	2016
	Engines
	Error
	Exception: %1.

	2017
	Engines
	Information
	Forefront Server Security has rolled back a scan engine.%n   Scan Engine: %1

	2018
	Engines
	Warning
	Call to enable the scan engine returned the value: hr = %1.

	2019
	Engines
	Information
	%1 scan engine was loaded for the Realtime Scan Job.

	2020
	Engines
	Information
	Forefront Server Security scan engine was loaded for the Realtime Scan Job.

	2021
	Engines
	Information
	Scan engine was unloaded for the Realtime Scan Job.

	2022
	Engines
	Information
	Forefront Server Security scan engine was unloaded for the Realtime Scan Job.

	2023
	Engines
	Information
	%1 scan engine was loaded for the Manual Scan Job.

	2024
	Engines
	Information
	Forefront Server Security scan engine was loaded for the Manual Scan Job.

	2025
	Engines
	Information
	Scan engine was unloaded for the Manual Scan Job.

	2026
	Engines
	Information
	Forefront Server Security scan engine was unloaded for the Manual Scan Job.

	2027
	Engines
	Information
	%1 scan engine was loaded for the Internet Scan Job.

	2028
	Engines
	Information
	Forefront Server Security scan engine was loaded for the Internet Scan Job.

	2029
	Engines
	Information
	Scan engine was unloaded for the Internet Scan Job.

	2030
	Engines
	Information
	Forefront Server Security scan engine was unloaded for the Internet Scan Job.

	2032
	Engines
	Information
	Spam engines were loaded for the Internet Scan Job.

	2033
	Engines
	Information
	Scan engine was unloaded for the IM Scan Job.

	2034
	Engines
	Information
	Forefront Server Security is attempting a scan engine update.%n   Scan Engine: %1%n   Update Path: %2%n   %3.

	2035
	Engines
	Information
	Unable to revise the file scanner database.

	2036
	Engines
	Information
	%1 scan engine was loaded for the IM Scan Job.

	2037
	Engines
	Warning
	Invalid scan engine update action. Action = %1.

	2039
	Engines
	Information
	Forefront Server Security scan engine was unloaded for the IM Scan Job.

	2040
	Engines
	Information
	%1 scan engine for Forefront Server Security has been installed.

	2041
	Engines
	Information
	Reverting the %1 scan engine for Forefront Server Security...

	2042
	Engines
	Error
	Testing the %1 scan engine.

	2043
	Engines
	Information
	%1 scan engine for Forefront Server Security has been staged.

	2045
	Engines
	Information
	Forefront Server Security scan engine was loaded for the IM Scan Job.

	2049
	Engines
	Information
	Forefront Server Security performed a successful rollback.%n   Scan Engine: %1

	2052
	Scanning
	Information
	FTP scan enabled.

	2053
	Scanning
	Information
	FTP scan disabled.

	2054
	Scanning
	Error
	Scan or clean document %1 failed due to timeout error.

	2055
	Scanning
	Error
	Scan or clean document failed due to timeout error.

	2057
	Scanning
	Information
	%1%n%nPlease contact your Microsoft sales representative to purchase Forefront Server Security.

	2058
	General
	Error
	Error %1 attempting to load the shared strings library %2.

	2059
	General
	Error
	Failed to load string number %1 from the shared strings library.

	2060
	General
	Error
	Exchange Server %1 could not be found under %2 Active Directory.

	2061
	General
	Error
	Exchange Server pickup folder %1 does not exist.

	2062
	General
	Error
	Unexpected error moving the file %1 to the Exchange pickup folder. The error reported by the system is: %2.

	2063
	General
	Error
	Error occurred. %1

	2064
	SMTP
	Error
	Unexpected SMTP server response. Expected: %1, actual: %2, whole response: %3.

	2065
	SMTP
	Error
	Invalid SMTP server response: %1.

	2066
	SMTP
	Error
	Failed to authenticate to the SMTP server.

	2067
	SMTP
	Error
	Failed to authenticate to the SMTP server: error = %1.

	2068
	SMTP
	Error
	%1 is not an expected SMTP authentication mechanism.

	2069
	SMTP
	Error
	TLS API failure: error = %1.

	2070
	SMTP
	Error
	TLS protocol failure.

	2071
	SMTP
	Error
	Already connected to the SMTP server with address %1.

	2072
	SMTP
	Error
	Not connected to the SMTP server with address %1.

	2073
	SMTP
	Error
	Can only authenticate with mutual Generic Security Services Application Programming Interface (GSSAPI) when the connection is over Transport Layer Security (TLS).

	2074
	SMTP
	Error
	Failed to connect to the SMTP server %1.

	2075
	SMTP
	Error
	Failed to identify the %1 header in the EML file.

	3000
	Scanning
	Information
	Realtime scan found virus:%n   Folder: %1%n   Message: %2%n   File: %3%n   Incident: %4%n   State: %5.

	3001
	Scanning
	Information
	Manual scan found virus:%n   Folder: %1%n   Message: %2%n   File: %3%n   Incident: %4%n   State: %5.

	3002
	Scanning
	Information
	Internet scan found virus:%n   Folder: %1%n   Message: %2%n   Message ID: %3%n   File: %4%n   Incident: %5%n   State: %6.

	3003
	Scanning
	Information
	IM scan found virus:%n   Folder: %1%n   Message: %2%n   File: %3%n   Incident: %4%n   State: %5.

	3005
	Scanning
	Information
	Realtime scan found virus:%n   Folder: %1%n   File: %3%n   Incident: %4%n   State: %5.

	3006
	Scanning
	Information
	Application scan found virus:%n   Folder: %1%n   File: %3%n   Incident: %4%n   State: %5.

	3008
	Scanning
	Information
	Manual scan found virus:%n   Folder: %1%n   File: %3%n   Incident: %4%n   State: %5.

	4000
	General
	Error
	Internal error %1, method returned 0x%2.

	4001
	General
	Error
	Monitor thread not started.

	4002
	General
	Error
	Service Control Handler not installed.

	4003
	General
	Error
	IM sink error %1, method returned 0x2.

	4005
	General
	Error
	Unapproved version of Exchange detected (0x%1, 0x%2, 0x%3, 0x%3).

	5000
	General
	Error
	Unable to create scan job.

	5001
	General
	Error
	Unable to create FSCController service.

	5002
	General
	Error
	Unable to create Realtime Scan Job.

	5003
	General
	Error
	Unable to create Manual Scan Job.

	5004
	General
	Error
	Unable to create Internet Scan Job.

	5005
	General
	Error
	Unable to create IM Scan Job.

	5006
	General
	Error
	Unable to register Realtime Scan Job.

	5007
	General
	Error
	Unable to register Manual Scan Job.

	5008
	General
	Error
	Unable to register Internet Scan Job.

	5009
	General
	Error
	Unable to register IM Scan Job.

	5010
	General
	Error
	Unable to create event object.

	5011
	General
	Error
	Unable to initialize OLE.

	5012
	General
	Error
	Unable to register main window.

	5013
	General
	Error
	Unable to create main window.

	5014
	Scanning
	Error
	Manual Scan Job failed.

	5015
	Scanning
	Error
	Transport Scan Job exceeded the allowed scan time limit.

	5016
	Scanning
	Error
	IM Scan Job aborted.

	5017
	General
	Error
	Unable to retrieve Realtime monitor.

	5018
	General
	Error
	Unable to retrieve internet monitor.

	5019
	General
	Error
	Unable to retrieve IM monitor.

	5020
	General
	Error
	Unable to get Realtime monitor interface.

	5021
	General
	Error
	Unable to retrieve Internet monitor interface.

	5022
	General
	Error
	Unable to retrieve IM monitor interface.

	5023
	General
	Error
	Unable to advise notification sink.

	5024
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Realtime Scan Job (file "%1", message "%2", folder "%3").

	5025
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Manual Scan Job (file "%1", message "%2", folder "%3").

	5026
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Internet Scan Job (file "%1", message "%2", folder "%3").

	5027
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Realtime Scan Job (file "%1", message "%2", folder "%3").

	5028
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Manual Scan Job (file "%1", message "%2", folder "%3").

	5029
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Internet Scan Job (file "%1", message "%2", folder "%3").

	5030
	Engine
	Error
	Could not load Forefront Server Security engine.

	5031
	Engine
	Error
	Could not load engine mapper.

	5032
	Engine
	Error
	Could not link with Forefront Server Security Engine methods.

	5033
	Engine
	Error
	Could not link with engine mapper methods for scanner.

	5034
	Engine
	Error
	Could not create Forefront Server Security Engine object.

	5035
	Engine
	Error
	Could not create mapper object.

	5036
	Engine
	Error
	Problems loading or initializing scan engine.

	5038
	Engine
	Error
	Unable to get engine version.

	5039
	General
	Error
	Unable to register work window.

	5040
	General
	Error
	Unable to create work window.

	5042
	Engine
	Error
	Call to engine scan function returned 0x%4 within Realtime Scan Job (file "%1", message "%2", folder "%3").

	5043
	Scanning
	Error
	Call to engine scan function returned 0x%4 within Manual Scan Job (file "%1", message "%2", folder "%3").

	5044
	Scanning
	Error
	Call to engine scan function returned 0x%4 within Internet Scan Job (file "%1", message "%2", folder "%3").

	5045
	General
	Error
	Unable to create remote stub object.

	5046
	General
	Error
	Unable to create private store navigator.

	5047
	General
	Error
	Unable to create public store navigator.

	5048
	General
	Error
	Unable to create Forefront Server Security navigators and remote stub.

	5049
	General
	Error
	Unable to install remote stub into proxy library.

	5050
	Scanning
	Error
	Unable to initialize Manual Scan Job because server is too busy.

	5051
	General
	Error
	Unable to retrieve navigator factory.

	5052
	General
	Error
	Unable to get navigator factory interface.

	5053
	General
	Error
	Unable to get remote stub interface.

	5059
	General
	Error
	License period for %1 has expired. The %2 feature has reverted to its expiration action of %3.

	5060
	General
	Error
	g_csGlobal.DebugInfo == 0x%1.

	5061
	SMTP
	Error
	Unable to retrieve SMTP remoting layer.

	5062
	SMTP
	Error
	Unable to retrieve SMTP remoting layer interface.

	5063
	SMTP
	Error
	Unable to install SMTP remote stub.

	5064
	SMTP
	Error
	Unable to unregister SMTP event sink binding.

	5066
	Realtime
	Error
	Realtime Scan Job exceeded the allowed scan time limit.

	5067
	Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Internet Scan Job (file "%1", message "%2", folder "%3").

	5068
	Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Realtime Scan Job (file "%1", message "%2", folder "%3").

	5069
	Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Manual scan job (file "%1", message "%2", folder "%3").

	5070
	Scanning
	Error
	Multiple engines returned errors within Internet Scan Job (file "%1", message "%2", folder "%3").

	5071
	Scanning
	Error
	Multiple engines returned errors within Realtime Scan Job (file "%1", message "%2", folder "%3").

	5072
	Scanning
	Error
	Multiple engines returned errors within Manual Scan Job (file "%1", message "%2", folder "%3").

	5075
	Scanning
	Error
	FTP scan aborted.

	5076
	Scanning
	Error
	Unable to retrieve FTP monitor.

	5077
	Scanning
	Error
	Unable to retrieve FTP monitor interface.

	5078
	Scanning
	Error
	FSCTransportScanner command line argument error.

	5079
	Scanning
	Error
	FSCRealtimeScanner command line argument error.

	5080
	Scanning
	Error
	FSCManualScanner command line argument error.

	5081
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the IM Scan Job (file "%1", message "%2", folder "%3").

	5084
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Manual Scan Job (file "%1", folder "%3").

	5088
	SharePoint Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Realtime Scan Job (file "%1", folder "%3").

	5089
	Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Application Scan Job (file "%1", message "%2", folder "%3").

	5090
	SharePoint Scanning
	Error
	An exception occurred within the scan engine while trying to clean a file for the Application Scan Job (file "%1", folder "%3").

	5092
	Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the IM Scan Job (file "%1", message "%2", folder "%3").

	5093
	Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Internet Scan Job (file "%1", message "%2", folder "%3").

	5094
	Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Manual Scan Job (file "%1", message "%2", folder "%3").

	5095
	SharePoint Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Manual Scan Job (file "%1", folder "%3").

	5098
	Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Realtime Scan Job (file "%1", message "%2", folder "%3").

	5099
	SharePoint Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Realtime Scan Job (file "%1", folder "%3").

	5100
	Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Application Scan Job (file "%1", message "%2", folder "%3").

	5101
	SharePoint Scanning
	Error
	An exception occurred within the scan engine while trying to scan a file for the Application Scan Job (file "%1", folder "%3").

	5102
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the IM Scan Job (file "%1", message "%2", folder "%3").

	5103
	Scanning
	Error
	An exception occurred within the Manual Scan (most likely caused by deeply nested folders). HR = %1.

	5107
	SharePoint Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Manual Scan Job (file "%1", folder "%3").

	5108
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Application Scan Job (file "%1", message "%2", folder "%3").

	5111
	SharePoint Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Application Scan Job (file "%1", folder "%3").

	5113
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the Realtime Scan Job (file "%1", folder "%3").

	5114
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to clean a file for the ISA Scan Job (file "%1", message "%2", folder "%3").

	5115
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the IM Scan Job (file "%1", message "%2", folder "%3").

	5116
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Internet Scan Job (file "%1", message "%2", folder "%3").

	5117
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Manual Scan Job (file "%1", message "%2", folder "%3").

	5118
	SharePoint Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Manual Scan Job (file "%1", folder "%3").

	5119
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Application Scan Job (file "%1", message "%2", folder "%3").

	5121
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Realtime Scan Job (file "%1", message "%2", folder "%3").

	5122
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Application Scan Job (file "%1", folder "%3").

	5124
	Scanning
	Error
	Scan engine was stuck in a READ or WRITE loop while trying to scan a file for the Realtime Scan Job (file "%1", folder "%3").

	5126
	General
	Error
	GetProcAddress failed to get address of GetEngineMethods for the engine mapper.

	5127
	General
	Error
	Could not set the scan engine directory.

	5128
	Scanning
	Error
	Call to engine scan function returned 0x%4 within IM Scan Job (file "%1", message "%2", folder "%3").

	5129
	SharePoint Scanning
	Error
	Call to engine scan function returned 0x%4 within Manual Scan Job (file "%1", folder "%3").

	5130
	Scanning
	Error
	Call to engine scan function returned 0x%4 within Application Scan Job (file "%1", message "%2", folder "%3").

	5132
	SharePoint Scanning
	Error
	Call to engine scan function returned 0x%4 within Application Scan Job (file "%1", folder "%3").

	5134
	SharePoint Scanning
	Error
	Call to engine scan function returned 0x%4 within Realtime Scan Job (file "%1", folder "%3").

	5136
	General
	Error
	License period for this component has expired. The feature has reverted to its expiration action of Skip Detect.

	5137
	SharePoint Scanning
	Error
	SharePoint Realtime Scan Job exceeded the allowed scan time limit.

	5138
	Scanning
	Error
	ASJ scan exceeded the allowed scan time limit.

	5139
	Scanning
	Error
	Call to engine scan function returned virus found with no virus name within IM Scan Job (file "%1", message "%2", folder "%3").

	5140
	SharePoint Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Manual Scan Job (file "%1", folder "%3").

	5141
	Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Application Scan Job (file "%1", message "%2", folder "%3").

	5143
	SharePoint Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Application Scan Job (file "%1", folder "%3").

	5145
	SharePoint Scanning
	Error
	Call to engine scan function returned virus found with no virus name within Realtime Scan Job (file "%1", folder "%3").

	5147
	Scanning
	Error
	Multiple engines returned errors within IM Scan Job (file "%1", message "%2", folder "%3").

	5148
	SharePoint Scanning
	Error
	Multiple engines returned errors within Manual Scan Job (file "%1", folder "%3").

	5149
	Scanning
	Error
	Multiple engines returned errors within Application Scan Iob (file "%1", message "%2", folder "%3").

	5151
	SharePoint Scanning
	Error
	Multiple engines returned errors within Application Scan Job (file "%1", folder "%3").

	5153
	SharePoint Scanning
	Error
	Multiple engines returned errors within Realtime Scan Job (file "%1", folder "%3").

	5156
	General
	Error
	Unable to create AdoNavigator64 Factory.

	5157
	General
	Error
	Unable to create Named File Filter Scan Job.

	5159
	General
	Error
	Unable to create scan job for Realtime scanner.

	5161
	General
	Error
	Unable to create Forefront Server Security service for Realtime scanner.

	5162
	Scanning
	Error
	Internet scan exceeded the allotted scan time limit while processing message (%1).

	5163
	General
	Error
	Unable to retrieve SharePoint monitor.

	5164
	General
	Error
	Unable to retrieve ASJ monitor.

	5165
	General 
	Error
	Failed to unregister the %1 Agent. This prevents the MSTransport Service from starting. Please see Server Security documentation on how to unregister the Agent manually.

	5166
	General 
	Error
	Problems loading scan job from RetrieveManual.

	5167
	General 
	Error
	Forefront Server Security Monitor detected abnormal %1 shutdown.

	5168
	General 
	Error
	Forefront Server Security Monitor detected abnormal %1 shutdown during initialization.

	5169
	General 
	Error
	Realtime scan engine exception occurred.

	5170
	General 
	Error
	Transport scan engine exception occurred.

	5171
	General 
	Error
	Forefront Server was started with default scan job settings.

	5172
	General
	Warning
	Scan jobs have started with their default settings and need to be configured

	5173
	General 
	Error
	Scanjobs.fdb settings file is corrupt.

	5174
	General 
	Error
	Forefront Server can be started with default settings by deleting or renaming Scanjobs.fdb.

	6001
	General 
	Error
	ERROR: Out of memory in %1.

	6005
	General 
	Error
	Error: %1

	6012
	Engine
	Error
	Forefront Server Security encountered an error while performing a scan engine update.%n   Scan engine: %1%n   Error Code: %2%n   %3.

	6014
	Engine
	Error
	Forefront Server Security encountered an error while performing a scan engine update.%n   Scan Engine: %1%n   Update Path: %2%n   %3%n   Error Code: %4%n   %5.

	6016
	Engine
	Error
	Forefront Server Security encountered an error while performing a scan engine rollback.%n   Scan Engine: %1%n   Error Code: %2%n   %3.

	7000
	Engine
	Information
	All engines selected in the Forefront Server Security Administrator for scanning have been enabled for signature updates.

	7001
	Engine
	Warning
	Not all engines selected in the Forefront Administrator for scanning have been enabled for signature updates.

	7002
	Engine
	Information
	All engines enabled for updates have updated successfully in the last attempt.

	7003
	Engine
	Warning
	Not all of the selected engines enabled for updates have updated successfully in the last attempt.

	7004
	Engine
	Error
	Less than half of the engines enabled for updates have updated successfully in the last attempt.

	7005
	Engine
	Information
	All engines enabled for updates have updated successfully in the last week.

	7006
	Engine
	Warning
	At least one of the engines enabled for updates has not been updated in the last week.

	7007
	Engine
	Error
	None of the engines enabled for updates have been updated in the last week.

	7008
	Engine
	Information
	Engines selected for Transport scanning have been initialized.

	7009
	Engine
	Error
	None of the engines selected for Transport scanning have been initialized.

	7010
	Engine
	Information
	Engines selected for Realtime scanning have been initialized.

	7011
	Engine
	Error
	None of the engines selected for Realtime scanning have been initialized.

	7012
	General
	Information
	Transport Scan Job is enabled.

	7013
	General
	Warning
	Transport Scan Job is not enabled from the Forefront Administrator Console.

	7014
	General
	Error
	Transport Scan Job is disabled from the Forefront Administrator Console.

	7015
	General
	Information
	Realtime Scan Job is enabled.

	7016
	General
	Warning
	Realtime Scan Job is not enabled from the Forefront Administrator Console.

	7017
	General
	Error
	Realtime Scan Job is disabled from the Forefront Administrator Console.

	7018
	Services
	Information
	Realtime scanning processes are running normally with no issues.

	7019
	Services
	Warning
	Some of the Realtime scanning processes did not restart.

	7020
	Services
	Error
	None of the Realtime scanning processes have restarted.

	7021
	Services
	Information
	Transport scanning processes are running normally with no issues.

	7022
	Services
	Warning
	Some of the Transport scanning processes did not restart.

	7023
	Services
	Error
	None of the Transport scanning processes have restarted.

	7024
	Services
	Information
	Edge Transport Service is running and the Forefront agent is registered.

	7025
	Services
	Error
	Edge Transport Service is running but the Forefront agent is not registered.

	7026
	Services
	Information
	MS Information Store is running and the Forefront VSAPI library is registered.

	7027
	Services
	Error
	MS Information Store is running but the Forefront VSAPI library is not registered.

	7028
	General
	Information
	Forefront Server Security application is still within the licensed period.

	7029
	General
	Warning
	You currently have %1!d! days left before your %2 license of Forefront Server Security expires.

Please contact your Microsoft sales representative to purchase Forefront Server Security.

	7030
	General
	Error
	Your %1 license of Forefront Server Security has expired. Please contact your Microsoft sales representative to purchase Forefront Server Security.

	7031
	Health
	Information
	Forefront Server Security: Percentage of messages infected in the last one hour is less than %1 percent of all messages received.

	7032
	Health
	Information
	Forefront Server Security: Percentage of messages infected in the last one hour is greater than %1 percent of all messages received.

	8000
	General
	Error
	Could not bind to the domain while trying to get the root object of Active Directory. Error code: %1.

	8001
	General
	Error
	Could not retrieve root object from Active Directory.

	8002
	General
	Error
	Could not retrieve the LDAP configuration naming context. Error code: %1.

	8003
	General
	Error
	Could not retrieve the LDAP naming scheme for current server. Error code: %1.

	8004
	General
	Error
	Could not bind to Active Directory GC. Error code: %1.

	8005
	General
	Error
	Retrieving the GC object failed. Error code: %1.

	8006
	General
	Error
	QueryInterface for IID_IDirectorySearch pointer failed. Error code: %1.

	8007
	General
	Error
	GetColumn failed for column %1. Error code: %2.

	8008
	General
	Error
	ADsBuildEnumerator failed. Error code: %1.

	8009
	General
	Error
	Could not retrieve directory search object from the Active Directory.

	8010
	General
	Error
	Could not load activeds.dll.

	8011
	General
	Error
	Attempt to load activeds.dll for Exchange 5.x or earlier.

	8012
	Services
	Error
	Could not get process address (%1) for %2.

	8013
	SMTP
	Error
	Could not open the SMTP file in the supplied pickup folder path.

	8014
	General
	Error
	Could not create recipient list.

	8015
	General
	Error
	Could not get server name.

	8016
	General
	Error
	Could not bind to Active Directory's root object. Error code: %1.

	8017
	General
	Error
	Could not bind to Active Directory configuration context. Error code: %1.

	8018
	General
	Error
	Could not retrieve configuration context object from Active Directory.

	8019
	General
	Error
	Could not set search preference for Active Directory. Error code: %1.

	8020
	General
	Error
	Could not execute search for Active Directory. Error code: %1.

	8021
	General
	Error
	Could not retrieve first row of data from Active Directory. Error code: %1.

	8022
	General
	Error
	Could not retrieve next row of data from Active Directory. Error code: %1.

	8023
	General
	Error
	Unable to acquire the scan engine update mutex within the designated timeout period (%1 seconds).

	8024
	Engines
	Error
	%1 scan engine %2 timed out while %3.

	8025
	General
	Error
	Could not retrieve storage group GUID. Error code: %1.

	8026
	General
	Error
	Could not bind to database object. Error code: %1.

	8027
	General
	Error
	Could not retrieve database object from Active Directory.

	8028
	General
	Error
	Could not retrieve database GUID. Error code: %1.

	8029
	General
	Error
	Could not bind to storage group object. Error code: %1.

	8030
	General
	Error
	Could not retrieve storage group object from the Active Directory.

	8031
	General
	Information
	LM scan disabled.

	8032
	General
	Information
	LM scan enabled.

	8034
	General
	Warning
	Forefront Server Security for %1 %2 database is greater than 1.5GB (with a maximum size of 2.0GB). Its current size is %3.

	8035
	General
	Information
	LM scan found virus:

   Folder: %1

   Source: %2

   File: %3

   Incident: %4

   State: %5

	8036
	General
	Error
	Unable to create LM scan.

	8037
	General
	Error
	Unable to register LM scan.

	8038
	General
	Error
	LM scan aborted.

	8039
	General
	Error
	Unable to retrieve LM monitor.

	8040
	General
	Error
	Unable to retrieve LM monitor interface.

	8041
	General
	Warning
	GetColumn failed. Column: %1 Recipient: %2 Error code: %3.

	8042
	General
	Error
	An error occurred while retrieving a scan engine version.%n   Scan engine: %1%n   Error: %2

	8043
	Engine
	Error
	CA InoculateIT scan engine is no longer available as a separate engine. This engine and its functionality have been merged with the CA Vet engine. Please review the scan engines chosen for your scan jobs and select another engine.

	8044
	Engine
	Error
	One or more scan engines previously used have been removed. Please review the scan engines chosen for your scan jobs and make another selection.

	9000
	Clusters
	Information
	Forefront Server Security CCR Replication service is running.

	9001
	Clusters
	Information
	Forefront Server Security CCR Replication service has stopped.

	9002
	Clusters
	Information
	Forefront Server Security CCR Replication service has paused.

	9003
	Clusters
	Information
	Forefront Server Security CCR Replication service has resumed.

	9050
	Clusters
	Error
	Forefront Server Security CCR Replication service encountered a service error.

	9100
	Clusters
	Error
	Forefront Server Security CCR Replication service encountered an error.

	9101
	Clusters
	Error
	Forefront Server Security CCR Replication service encountered an unknown error.

	9102
	Clusters
	Error
	An error occurred while Forefront Server Security CCR Replication service transitioned to the passive state.

	9103
	Clusters
	Error
	An error occurred while Forefront Server Security CCR Replication service looked for the active node.

	9200
	Clusters
	Error
	No configuration file specified for Forefront Server Security CCR Replication service.

	9201
	Clusters
	Error
	Forefront Server Security CCR Replication service configuration error.

	9300
	Clusters
	Information
	Forefront Server Security CCR Replication service node state is now active.

	9301
	Clusters
	Information
	Forefront Server Security CCR Replication service node state is passive.

	9400
	Clusters
	Error
	Forefront Server Security CCR Replication service file synchronization error.

	9401
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The minimum backups must be at least %1; using %2.

	9402
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The maximum backups must be at least %1; using %2.

	9403
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The maximum backups must be greater than or equal to the minimum backups; using %1.

	9404
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The minimum backup age must be at least %1; using %2.

	9405
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The maximum backup age must be at least %1; using %2.

	9406
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The maximum backup age must be at least %1; using %2.

	9407
	Clusters
	Warning
	Forefront Server Security CCR Replication service configuration parameter is invalid. The maximum backup age must be greater than or equal to the minimum backup age; using %1.

	9408
	Clusters
	Information
	Forefront Server Security CCR Replication service file synchronization monitoring has begun.

	9409
	Clusters
	Information
	Forefront Server Security CCR Replication service file synchronization monitoring has ended.

	9410
	Clusters
	Information
	Forefront Server Security CCR Replication service forcing initial file synchronization.

	9411
	Clusters
	Warning
	Forefront Server Security CCR Replication service has skipped replication of a file.%n

   File: %1%n

   Reason: Cannot obtain a Forefront Run lock.

	9412
	Clusters
	Information
	Forefront Server Security CCR Replication service file replication succeeded.%n

   File: %1

	9413
	Clusters
	Information
	Forefront Server Security CCR Replication service skipping replication of a file.%n

   File: %1%n

   Reason: Source file is not newer than destination file.

	9414
	Clusters
	Warning
	Forefront Server Security CCR Replication service skipping replication of a file.%n

   File: %1

	9415
	Clusters
	Warning
	Forefront Server Security CCR Replication service file replication failed.%n

   File: %1

	9416
	Clusters
	Warning
	Forefront Server Security CCR Replication service successfully backed up a file.%n

   Original File: %1%n

   Backup File: %2

	9417
	Clusters
	Warning
	Forefront Server Security CCR Replication service skipped backing up a file.%n

   Original file: %1%n

   Reason: The file does not exist.

	9418
	Clusters
	Error
	Forefront Server Security CCR Replication service failed to backup a file.%n

   Original file: %1

	9419
	Clusters
	Information
	Forefront Server Security CCR Replication service successfully pruned backups for a file.%n

   Original File: %1

	9420
	Clusters
	Error
	Forefront Server Security CCR Replication service failed to prune backups for a file.%n

   Original file: %1

	9421
	Clusters
	Warning
	Forefront Server Security CCR Replication service skipping replication of files.%n

   Reason: Active node not available.

	9422
	Clusters
	Information
	Forefront Server Security CCR Replication service initial replication seeding complete.

	9423
	Clusters
	Warning
	Forefront Server Security CCR Replication service initial replication seeding has not completed.

	9500
	Clusters
	Error
	Forefront Server Security CCR Replication service engine synchronization error.

	9502
	Clusters
	Information
	Forefront Server Security CCR Replication service engine synchronization monitoring has begun.

	9503
	Clusters
	Information
	Forefront Server Security CCR Replication service engine synchronization monitoring has ended.

	9504
	Clusters
	Information
	Forefront Server Security CCR Replication service engine replication succeeded.%n

   Engine: %1

	9505
	Clusters
	Information
	Forefront Server Security CCR Replication service skipping replication of an engine.%n

   Engine: %1%n

   Reason: Source for engine is not available.

	9506
	Clusters
	Information
	Forefront Server Security CCR Replication service skipping replication of an engine.%n

   Engine: %1%n

   Reason: No update is available.

	9507
	Clusters
	Error
	Forefront Server Security CCR Replication service engine replication failed.%n

   Engine: %1

	9508
	Clusters
	Warning
	Forefront Server Security CCR Replication service has skipped replication of an engine.%n

   Engine: %1%n

   Reason: An error occurred while obtaining the Forefront Run lock and the Engine Update lock.

	9509
	Clusters
	Warning
	Forefront Server Security CCR Replication service has skipped replication of an engine.%n

   Engine: %1%n

   Reason: A timeout occurred while obtaining the Forefront Run lock and the Engine Update lock.

	9510
	Clusters
	Warning
	Forefront Server Security CCR Replication service skipping replication of engines.%n

   Reason: Active node not available.`

	9600
	Clusters
	Information
	Forefront Server Security CCR Replication service cluster state monitoring has begun.

	9601
	Clusters
	Information
	Forefront Server Security CCR Replication service cluster state monitoring has ended.

	9602
	Clusters
	Warning
	Forefront Server Security CCR Replication service cluster state monitoring has failed to receive cluster notifications.%n

   Details: Unable to retrieve cluster change notifications.

	9603
	Clusters
	Error
	Forefront Server Security CCR Replication service cluster state monitoring has encountered a problem.%n

   Details: Unable to open a connection to the cluster.
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